NAMATKA
ang OETEN O UHPOPMALIMOHHOWU BE3OMNACHOCTU

HEJIb34

1. Bcem noapsia coobuwaTb CBOK YacTHYK MHGOpMauuio (HacToswue umsi, amunuio,
TenedoH, agpec, HOMep LWKOIbI, a Takke oTorpadum CBOW, CBOEN CeMbU N OpY3en);

2. OTKpbIBaTb BIIOXXEHHbIE (hansibl ANIEKTPOHHOW NOYTLI, KOrda He 3Haellb OTNPaBUTENS;

3. [pybuTtb, NnpuanpaTbCs, OkasbliBaTb AaBNEHUe - BeCTN cebsi HEBEXINMBO N arpeCCUBHO;

4. He pacnopskancs peHbramm TBOEW ceMbl 0e3 paspelleHust CcTaplumMx - Bcerga
crnpawwusan pogurtenen;

5. He BcTtpevanca c KVHTepHeT-3HaKOMbIMW B peanbHOW >XMU3HUM - MOCOBETYMCA CO
B3pOCIIbIM, KOTOPOMY A0BEpPSiELLb.

OCTOPOXHO

1. He Bce nmwyTt npaBay. Yutaewb o cebe HenpaBay B MIHTepHeTe - coobwm 06 aTom
CBOUM poauTENsM UIu OneKyHawm;

2. MpurnawatoT nepenucbiBaTbCs, Urpatb, 0OMeHNBaTbLCS - NPOBEPL, HET M NOABOXA;

3. He3akoHHOe konupoBaHune gannos B VIHTepHeTe - BOPOBCTBO;

4. Bcerga pacckasbiBay B3pocribiM 0 npobnemax B CeTU - OHM Bcerga nomoryT;

5. Wcnonb3yn HacTpoviku ©Ge3onacHOCTU W NpMBaTHOCTM, 4YTOBbI He MNOTEpsiTb CBOU
aKkKayHTbl B COLCETSIX U ApYrnX nopTanax.

MOXHO

1. YBaxau apyrux nonb3oBarenen;

2. Monbayelwwbca HTepHET-UCTOYHUKOM - ierian CCbISIKY Ha Hero;

3. OTKpbIBan TOMbLKO Te CChIfKK, B KOTOPbLIX YBEPEH;

4. O6waTtbCs 3a NOMOLLbK B3POCHbIM - POAMTENM, OMEKyHbl U aAMUHUCTpaUUs CanToB
BCeraa nomMoryrT;

5. MNMponan obyyeHune Ha cante "CeTeBMYOK" U NONy4YN NacnopT UMGPOBOro rpaxgaHunHal

UHPOPMALMOHHASA NAMATKA
Oonga OETEW

C kaxablM rogomM MONOAEXU B UHTEPHETEe CTaHOBUTCSA Oonblue, a LIKONbHWKA OOHWM U3
cambIX aKTMBHbIX nonb3oBatenen PyHeta. Mexay Tem, MOMMMO OrpoOMHOrO KOnmyecTBa
BO3MOXHOCTEN, WHTEPHET HeceT WM npobrembl. JTa namdaATka AoSmkHa noMmouvb Tebe
0e3onacHO HaxoOUTbCS B CETU.

KomMnbloTepHble BUPYChI

KoMMbIOTEPHBIN BMPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHLIX NPOrpamMm, OTANYUTENbHOM
0COBEHHOCTBLIO KOTOPOWN SBNAETCA CNOCOBHOCTb K Pa3MHOXEHUI0. B onNonHeHne K aTomy,
BMPYCbl MOFyT TMOBPEAWUTb WM  TMOJSTHOCTbIO YHUYTOXWUTb BCe annbl W OaHHbIE,
MOAKOHTPOSNbHbIE MOMb30BaTEND, OT WMEHW KOToporo Obina 3anylieHa 3apakeHHas
nporpamma, a Takke NOBpPeaAnTb UMK OaXe YHUYTOXUTb ONEPALMOHHY0 CUCTEMY CO BCEMMU
Gannamu B Lenom. B 6onbLUIMHCTBE CnyyYaeB pacnpoCTPaHSTCA BUPYChl Yepes UHTEPHET.

MeToabl 3alLUTbI OT BPeAOHOCHbIX NPOrpamMm:
1. Ncnonb3yn coBpemeHHble ornepauuoHHblE CUCTEMbI, UMEKLWME Cepbe3Hbl YPOBEHb
3aLlnTbl OT BPEAOHOCHbIX NporpamMm;




2. TlocTosiHHO YycTaHaBnuBam nadtn (UMdpoBble 3annaTkn, KOTOpble aBTOMAaTMYECKU
yCTaHaBMMBalOTCA C Uenblo AopaboTku nporpaMmmbl) U gpyrme OOHOBMEHMSI CBOEWN
onepaunoHHon cuctemMbl. CkaymBam nx ToNbko ¢ ouumanbHoro canta paspabotunka OC.
Ecnu cywecTByeT pexxmum aBToMaTU4eCKoro 06HOBMEHMS, BKITHOYN €rO;

3. PaboTtan Ha cBoeM KOMMbOTEPE NOA NpaBamMu Monb3oBaTens, a He agMUHUCTPATopa.
OTO He No3BONUT GONbLUMHCTBY BPELOHOCHbLIX MPOrpaMM MHCTanMpoBaTbCA Ha TBOEM
nepcoHanbHOM KOMMbOTEPE;

4. WMcnonb3y aHTMBUPYCHblE MNpOrpamMMHble MNPOAYKTbl M3BECTHbIX MPOM3BOAUTENEN, C
aBTOMaTMyeckum obHoBneHnem 6as;

5. OrpaHnyb pusndecknin JOCTYN K KOMMNbIOTEPY A5 MOCTOPOHHUX INLL;

6. Vicnonb3yi BHelHWe HocuTenu MHopMauuun, Takme Kak newika, Auck nnu dann ua
WMHTEpPHeTa, TOSNbKO N3 NPOBEPEHHbLIX NCTOYHWNKOB;

7. He oTKkpbIBan KOMMNbOTEPHbIE ddansnbl, NOMAYYEHHbIE N3 HEHAAEXHbIX UCTOYHUKOB. [axe
Te panrnbl, KOTOpble Mpucran TBOM 3HAKOMbIW. Jlyylle yTOYHW Yy Hero, oTnpasBnsan fiv OH
Tebe unx.

Cetu WI-FI

Wi-Fi - aTO He BMA nepenaymn gaHHbIX, HE TEXHOMOIMMS, a Bcero nuwb 6peHa, mapka. Ewe B
1991 rogy HMagepnaHackas koMmnaHus 3apernctpuposana 6perng "WECA", yto o603Ha4vano
cnoBoco4veTaHune "Wireless Fidelity", koTopbin nepeBoauTcs kak "6ecnpoBogHasi TOMHOCTb".
[o Hawero BpemeHn powna papyras abbpesuatypa, KoTopas SBMSETCS TakoW e
TexHonorven. 31o abbpesuatypa "Wi-Fi". Takoe HasBaHuve 6bINO OaHO C HaMEKOM Ha
cTaHAapT BbICLIEn 3BYKOBOM TexHWUkK Hi-Fi, 4To B nepeBoe o3Ha4aeT "BbiCOKas TOYHOCTL".
[a, 6ecnnaTtHbli MHTEPHET-AOCTYN B Kade, oTensaAx u asponoptax SABNAETCA OTIIMYHON
BO3MOXHOCTbIO BbiXO4a B UHTEPHET. Ho MHOrme akcnepThbl cYMTaloT, YTo 00LeaocTynHble
Wi-Fi cetn He siBngatoTca 6e3onacHbIMN.

CoBeTbl N0 6e3onacHocTn paboTbl B 06wwenocTynHbix cetax Wi-fi:

1. He nepepaBan cBOW NMYHY0 MHpopmaumio yepes obwenoctynHole Wi-Fi cetn. PaboTas
B HUX, XXenaTenbHO He BBOAMTb Naponv A0CTyna, NOMHbI N Kakme-To HOMepa;

2. Vicnonb3y M oBHOBNSM aHTMBUPYCHblE Mporpammbl U GpaHamayep. Tem cambiM Thbl
obe3onacuib cebs OT 3aKkavku BUpyCca Ha TBOE YCTPOWCTBO;

3. Mpwn ucnonbsosanun Wi-Fi oTkntoum cdyHkumio "O6Lwmn goctyn K dannam m npuHTepam”.
[aHHasa (pyHKUMA 3aKpbiTa NO YMONYaHUIO, OQHAKO HEKOTOpPbIE NMOMb3oBaTeENW akTUBUPYIOT
ee anga ygobcrea ncnonb3oBaHusa B pabote unu yyebe;

4. He ucnonb3yn ny6nuynein WI-Fl ana nepegaun nuyHbIX AaHHbIX, HAanpumep 4ns Bbixoga
B coLMarnbHble CETU NN B SNIEKTPOHHYIO NOYTY;

5. Ncnonb3yn TONMbKO 3alumuieHHoe coeamHeHne 4vepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBOAN MMeHHO "https://";

6. B MoBunbHOM TenedgoHe oTkntoun pyHkumio "Mogkniovenme k Wi-Fi asTtomatmyeckn”. He
Aonyckan aBToMaTn4ecKkoro noaknoveHns yctpornctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOOAT B HaLUy XW3Hb, MHOIME noan paboTaloT M XMBYT TaMm
NOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH MUNMapa YenoBek, YTo SIBMSETCA O4HOMN
ceabMon Bcex xutenen nnaHetol. MHOrMe nonb3oBaTenn He NOHMMalT, YTO MHGOPMaLUS,



pasMelleHHas MMM B couManbHbIX CETAX, MOXET ObiTb HamgeHa W UCNONb3oBaHa KeMm
YyrogHo, B TOM Yncrne He obs3aTenbHO ¢ bnarmmm HamepeHUsaMM.

OcHoBHble coBeTbl M0 6e30MacHOCTM B coumarnbHbIX CETSX:

1. OrpaHunyb cnncok apy3en. Y 1ebs B Apy3bsaX HE AOMKHO ObITb CryYamHbIX U HE3HAKOMbIX
nogewn;

2. 3awumuan cBOK YacTHYIO XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaTy TBoero
POXAEHUS U APYIYO NNYHYI0 MHOpMaLMIO. 3rOYMbILLIIEHHUKU MOTYT UCMNOSb30BaTh Aaxe
NMHOPMaLMIO O TOM, Kak Tbl U TBOM POAUTENU NiaHMpyeTe NPOBECTU KaHWUKYIbI;

3. 3awmiian cBo penyTauumio - AepXKu ee B YACTOTE U 3agaBan cebe Bonpoc: xoten 6bl
Tbl, 4TOObI Apyrne nonb3oBaTenu BUOENU, YTO Tbl 3arpyxaewsb? [logyman, npexge 4Yem
4yTO-TO onybniMkoBaTb, HanNUcaTb U 3arpy3nTb;

4. Ecnv Tbl roBopuLLb C NOAbMU, KOTOPbIX HE 3HaeLUb, HEe UCMOSb3YN CBOE pearibHOe UMSA U
APYryto NMYHYO MHOPMaLUK: UMS, MECTO XUTENbCTBA, MECTO Yy4elbbl U NpoYee;

5. N3beran pasmelueHuns doTorpadun B IHTepHeTe, rae Tbl M306paXeH Ha MeCTHOCTU, Mo
KOTOPOW MOXHO OnpeaenuTb TBOE MECTOMOMOXEHNE;

6. MNpu perucTpauumn B coumnanbHOM CeTU HeOBXOAMMO MCMNONb30BaATb CIOXHbLIE Maponw,
cocTosilme n3 6ykB u LMdp U C KONNYECTBOM 3HAKOB HE MeHee §;

7. [Insa coumanbHOW ceTW, NMouYTbl U OPYrnx camToB HeoBXOAMMO MCMONb3oBaTb pasHble
naponu. Torga ecnu Tebst B3NOMalT, TO 3M0YMbIWSIEHHMKM MOMyYaT AOCTYN TOMbKO K
OZIHOMY MEeCTY, a He BO BCce cpaay.

ONEeKTPOHHbIE AeHbIU

ONEKTPOHHbIE OEHbIMM - 3TO O4YeHb YOOOHbIM CNOCOb nnaTexewn, Of4HaKo CyWecTBYIOT
MOLLIEHHMWKN, KOTOPbIE XOTAT NONYYNTb 3TN AEHbLIN.

OnEeKTPOHHbIE AEHbIM MOSBMANCL COBCEM HEO4ABHO W MMEHHO M3-3a 3TOM0 BO MHOMMX

rocygapcreax 4o CUX NOp He NPOMUCAHO NPO HUX B 3aKOHaX.

B Poccum e OHU OYHKLMOHMPYIOT M O HUX YXXKe NPONUCaHo B 3aKOHe, rae X pasgensioT Ha
HECKOJTbKO BUOOB - aHOHVMHbIE U HE aHOHUMHbIE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te,
B KOTOPbIX paspeluaeTcd npoBoauTb onepaumn 6e3 naeHTMduKaumm nonb3oBaTens, a B
HeaHOHMMHbIX MAEHTUdUNKaLUMS Nonb3oBaTens asnseTcs oba3aTenbHON.

Takke cnegyet pasnuyatb 3MEKTPOHHble uaTHble AeHbrM (paBHbl FOCYAAPCTBEHHbIM
BaniTaM) 1 3NeKTPOHHbIE HepmaTHble AeHbrM (He paBHbI FOCY4AapPCTBEHHbLIM BarntoTam).
OcHoBHble coBeTbl N0 6e3onacHon paboTe C ANEeKTPOHHbIMU AEHbraMu:

1. MNpuBskn K cyeTy MOBUNbHBLIN TenedoH. JTO CaMblil YOOOHbLIN U ObICTPLIA CNocob
BOCCT@HOBUTb AOCTYN K cyeTy. [1puBA3aHHbIN TernedoH NOMOoXeT, ecnv 3abyaellb CBOM
nnaTeXHbl Naposib Uy 3anjellb Ha CanT C HE3HAaKOMOro YCTPOMUCTBA;

2. Ncnonb3yn ogHopa3oBble naponu. [locne nepexoga Ha yCUNEHHY aBTopu3aunto Tebe
yXe He BygeT yrpoXxaTb ONacHOCTb KpaXu Unu nepexasaTa nnaTexHoro napons;

3. Bblbepu cnoxHbin naposnb. MNpectynHukam 6yaet He NPOCTO yragaTb COXHbLIN Naporsib.
HapgexHble naponu - 3T0 naposiv, KoTopble cofepXaT He MeHee 8 3HaKOB W BKITHOYaKT B
cebs CcTpoudHble U MponucHble BYKBbl, LUGPbI M HECKONbKO CMMBOMOB, TakMe Kak 3Hak
gonnapa, pyHTa, BoCKNuuaTenbHbi 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOOW CBOW NYHblE AaHHbIE HA calTax, KOTOPbLIM He JOBepSeLlb.

OneKTpoHHasaA noyrta




OneKTPoOHHasa NoyTa - 3TO TEXHOMOIMMS U NPeaocTaBnseMble €l yCnyrM no nepecbisike u
NOSTYYEHUIO 3MEKTPOHHLIX COOOLLEHMI, KOTOPbIE pacnpeaensatoTcsi B KOMMNbOTEPHOW CETMW.
O6bI4HO  3NEKTPOHHbLIN NOYTOBbLIN  SAWMK  BbIMAAUT  crnegyowmnm obpasom:
UMs_nonb3oBaTena@uMsa_aomMeHa. Takke Kpome rnepegady npocToro TekcTa, uMeeTtcd
BO3MOXHOCTb NnepeaaBsatb pansibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C 3NEKTPOHHOM MOYTON:

1. Hago BbIGpaTbh NpaBunbHbIA NOYTOBLIN CepBUC. B MHTEpHETe eCTb OrpOMHbIA BbIGOP
GecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO nydlle [OBEPSATb TEM, KOrO 3Haelb U KTO
nepBbl B PENUTUHTE;

2. He ykasbiBa B NUYHOW NOYTE NUYHYKO WMHOpMauuio. Hanpumep, nydwe BblbpaTb
"My3blkanbHbIN_aHaT@" unu "pok2013" BmecTto "tema13";

3. Ncnonb3yn AByxaTanHyo aBTopmusauunio. ITo Korga noMMMO Naponsa HYXXHO BBOAWUTL KOA,
npucbinaemoii no SMS;

4. Bbibepn CcnoxHbi naponb. [Ons Kaxaoro no4vToBOro suwMka LOOSMKEH OblTb CBOW
HaOEeXHbIN, YCTONYUBBIV K B3STOMY Naporsb;

5. Ecnn ectb BO3MOXHOCTb HanucaTb CaMOMy CBOW JW4YHbIA BOMPOC, WUCMONb3yW 3Ty
BO3MOXHOCTb;

6. Vcnonb3ynW HECKONbKO MOYTOBbLIX AWMKOB. [lepBbln A58 4acTHOM nNepenncku C
agpecaTamu, KOTOpbIM Tbl AOBepSAeLlb. OTO AMEKTPOHHbLIN agpec He HaZ4o MCMNoNb30BaTb
npu pernctpaumm Ha popymax n camrax;

7. He oTkpbiBan hannbl n gpyrue BNOXeEHUA B NUCbMaXx, AaKe eCnv OHU NpULLIM OT TBOUX
apysen. Jlyydwe yTouHM y HUX, OTNPaBnsny N oHn Tebe atn annol;

8. lNMocne okoH4YaHus paboTbl HA NOYTOBOM CeEpPBUCE Neped 3aKkpbITUEM BKMNaAKM C CanTOM
He 3abyab HaxaTb Ha "Bbintn".

KnbepOynnuHr unu suprtyanbHoe nsgeBaTenbLCcTBo

KnbepbynnuHr - npecnegoBaHne coobLieHnsMK, cogepxalimmm ockopbneHus, arpeccutio,
3anyrMBaHve; XynuraHcTBo; coumanbHoe OOMKOTUPOBaHWE C MOMOLLbIO  PasfMYHbIX
WHTEPHET-CEePBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnuHrom:

1. He 6pocaiica B 6o1. Jlydwmin cnocob: nocoBeToBaTbCs kak ceba BECTU U, eCnn HET Toro,
K KOMY MOXHO 06paTuTbCH, TO BHayane ycrnokouTbcs. Ecnn Tbl HayHewb oTBevaTb
ockopbneHnaMn Ha ockopbneHust, To TOMNbKO eLle BonblLUe pasoxKellb KOH(NNKT;

2. Ynpasnan cBoewn knbeppenyTtauunen;

3. AHOHMMHOCTbL B ceTu MHuMmas. CywecTByHOT Cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHWMHbLIM aKKayHTOM,;

4. He cTtouT Bectn XynuraHckum obpas BMpTyanbHOWM XWU3HU. VIHTepHeT duKkcupyeT Bce
TBOW OENCTBUS U COXpaHseT ux. Yaanutb ux byaeT kpavHe 3aTpyaHUTESNbHO;

5. Cobnogan cBoko BUPTYasnbHYH YeCTb CMOSIOAY;

6. UrHopunpyn eavHuuHbI HeratmuB. OgHOpa3oBble OCKOpPOUTENbHbIE COOOLLEHUA fyylle
urHopuposaTtb. OBbIYHO arpeccusi NpekpalaeTcs Ha HayanbHOW CTaauu;

7. BbaH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMW COOBLLEHMSAMU, B coumnaribHbIX
ceTaAX eCTb BO3MOXXHOCTb BITOKMPOBKM OTNPaBKM COOOLLEHNI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBugetenb knbepbynnuHra. TBOM OENCTBUA:  BbICTYNUTb  MPOTUB
npecnegoBartens, nokasaTtb eMy, YTO €ro AeNCTBUS OLEHMBAIOTCA HEraTUBHO, NoaaepXaTtb




XEepTBY, KOTOPOM HyXXHa MNCMXOSorMyeckass MOMOLLb, COoOOWMTb B3pOCnbIM O hakTe
arpeccuBHOro NoBeAeHUs B CceTH.

MoGunbHbIN TenedoH

CoBpeMeHHble cMapTgOHbI U NNaHLWETbI cogepaT B cebe BnonHe B3pochbii yHKUNOHan,
N Tenepb OHM MOTYT KOHKYpPMpOBaTb CO CTauMOHapHbIMK KOMMbtoTepamun. OgHako, cpencTs
3aWmThl Ans nogobHbIX YCTPOMCTB NOKa OYeHb Marno. TeCcTupoBaHMe MU NOUCK YSI3BUMOCTEN
B HMX NMPOMCXOAUT HE TaK MHTEHCUBHO, kak ansa K, To xxe camoe kacaeTca U MOBUMNbHbLIX
NPUNOXEHNIA.

CoBpeMeHHble MOOUMbHLIE Bpay3epbl yXe NPakTUYeCKU AOrHanu HacTOfbHblEe aHarnoru,
OOHaKO pacluMpeHue gyHKUMOHana BrieyeT 3a cobon BOMbLUY CIOXHOCTb U MEHbLLYHO
3aLUNLLEHHOCTb.

[aneko He Bce Npou3BOAUTENWN BbINyCKalOT OOHOBMEHUS, 3aKpbiBaKOLIME KpUTUYECKME
YA3BMMOCTM AN CBOUX YCTPOWCTB.

OcHoBHbIe coBeTbl AN 6e30nacHOCTU MOBUNBLHOro TenedoHa:

Hunyero He sBnsieTcs no-Hactosiwemy 6ecnnatHbiM. byab OCTOpOXeH, Bedb korga Tebe
npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOIYT BbITb CKPbITbl KAKMEe-TO NiiaTHbIE YCIyru;
Odyman, npexge yem otnpaButb SMS, ¢oTo unm Bnaeo. Tbl TOYHO 3HaELb, rae oHn byayT
B KOHEYHOM uTore?

Heobxoanmo oBHOBIATL ONEPaLNOHHY0 CUCTEMY TBOEIro CMapTdOHa;

Mcnonb3yn aHTUBMPYCHbIE NPOrpamMmbl 45151 MOOMbHbIX TeNedOHOB;

He 3arpyxan nNpunoXxeHust OT HEU3BECTHOrO0 WMCTOYHWKA, BEAb OHW MOryT COAepkaTb
BpeOoHOCHOE nporpamMmmMHoe obecneyveHune;

Mocne Toro kak Tbl BblMAeWb C caunTa, rge BBOAWUST JIMYHYK MHGOpMauuio, 3anaum B
HacTpowkn Gpaysepa u yganum cookies;

lMeproanyeckn NpoBepsIn, Kaknue NnaTHble YCryrn akTUBMPOBAHbLI HA TBOEM HOMEPE;

[aBan cBon HOMep MOBUNBLHOrO TenedgoHa TONbKO NAAM, KOTOPbIX Tbl 3HAELLb U KOMY
aoBepsieLlb;

Bluetooth pgomkeH GbITb BbIKMOYEH, KOrga Tbl MM He nonb3yelbcsd. He 3abbiBan nHorga
NpoBEpPSATb 3TO.

Online urpbl
CoBpeMEHHbIE  OHMAWH-Urpbl - 3TO KPaCOYHble, 3axBaTbiBalLMe pasBrieyYeHus,

o0beanHsaLWmMe COTHM ThICAY YEnoBEK Mo BCeEMY MUpY. Urpoku mccneayroT AaHHbIA UM
Mup, obuwarTca Apyr C APYroM, BbINOMHSAKT 3afaHus, cpaxakwTcss C MOHCTpamMu U
nony4aroT onbIT. 3a yOOBONBbCTBME OHM MNATAT: NOKYNalT AUCK, onfaymBaoT aboHEMEHT
nnu NpnobpeTaroT Kakme-To onuuu.

Bce 3T cpeactBa wmayT Ha MNOAAEPXaHME W pas3BUTME WUMPbl, a TakKKe Ha camy
6©e30MacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aUUW, BbIMYCKAKOTCSA HOBbIE MaTyu
(undppoBble 3annaTtky Ana NporpamMmMm), 3aKpbIBaOTCA YSI3BUMOCTU CEPBEPOB.

B nogobHbIX urpax cTouT onacaTtbCs HE CTOMbKO CBOMX COMEPHUKOB, CKOJTbKO KPaXkn TBOErO
napossi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTopm3auumn BOMbLUIMHCTBA Urp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOEIo UIPOBOro akKayHTa:

1. Ecnv gpyron urpok BegeT ceba nnoxo unm cosgaet tebe HeENPUSTHOCTK, 3abnOKMpyin ero
B CMMCKE UIPOKOB;

2. MNoxanynca agMmMHMCTpaTopaM Urpbl Ha NIIOX0e NOBEAEHWE 3TOr0 MUrpoka, XenaTtenbHo
NPUNOXNUTb Kakne-To AokasaTenbCTBa B BUAE CKPUHOB,;



3. He ykasbiBan NnUYHy0 MHOpMauuio B npodanse urpbl;

4. YBaxaun Opyrmx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBam HeouumnanbHble natym u Moabl;

6. Micnonb3yi CrioXxHble 1 pasHble naponu;

7. Daxe BO BpeMsi Urpbl He CTOWUT OTKMOYaTb aHTMBMpyc. [Moka Tbl urpaelb, TBOW
KOMMNbIOTEP MOTYT 3apasnTb.

PULLIMHI Unu Kpaxa NMNYHbIX AaHHbIX
Ob6bl4HON Kpa>|<e|?1 AoeHer n A4OKyMEeHTOB CcerogHA y>xe HMKoro He yameuilb, HO C pa3BUTUEM

WHTEPHET-TEXHOMNOIMIA  3MOYMbILUNEHHUKU MepeMecTUnMCb B WHTEPHET, M NpoaorkartT
3aHMMaTbCs "nModumMbIM" Aenom.

Tak nosiBMNacb HoBas yrposa: WHTEPHET-MOLLUEHHUYEeCTBa UMW (PULIKHF, rnaBHas Lerb
KOTOPOro COCTOUT B MOSTyYEHUN KOHUAEHUManNbHbIX AaHHbIX NOMb30BaTeNen - NOrMHOB U
naponen. Ha aHrnuickom asbike phishing uutaeTtca kak duwuHr (ot fishing - pbibHas
noeng, password - napornb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLINHIOM:

1. Cnegm 3a cBoMM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina B3nomaHa,
TO Heobxoammo 3abnoknposaTb ee 1 CooBWNTL agMUHUCTpPaTopaM pecypca 06 aToM Kak
MOXHO CKOpee;

2. Wicnonb3yn 6e3onacHble BeO-canTbl, B TOM YuCMe, NUHTEPHET-MarasvHOB M MOMCKOBbIX
cucTewm;

3. Wcnonb3yn crnoxHble M pasHble naponu. Takum obpasom, ecnu Tebs B3nomaroT, TO
3M10YMBILLIIEHHUKM MofydaT OOCTYM TOMbKO K OQHOMY TBOEMY Mpodumo B CETU, a He KO
BCEM;

4. Ecnu Tebsa B3nomanu, T0 HeobxoaMMO nNpeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpbIE
pobaBneHbl y Tebs B Apy3bsiX, O TOM, 4YTO Tebs B3nomManu 1, BO3MOXHO, OT TBOEro MMeHU
OygeT paccbinaTbCs crnam 1 CCbIfiKM Ha (PULLIMHIOBLIE CauThl;

5. YcTtaHoBu HagexHbI naposb (PIN) Ha MoBunbHbIN TenedoH;

6. OTkNo4YM coxpaHeHue napons B Gpaysepe;

7. He oTkpbIiBan dansnbl 1 gpyrue BrioXeHUa B NUCbMax, JaXe eCrn OHU NPULLN OT TBOUX
apysen. Jlydwe yTouHM y HUX, OTNPaBnsny N oHn Tebe atn ansol.

uMQQQOBaﬂ penyTauuva

LincppoBas penytauus - aT0 HeratMBHasi UNU MO3MTMBHaA MHAOpPMaUna B cetTn o Tebe.
KomnpomeTupyowass uHgpopmaunsa, pasmMelleHHass B MWHTEepHEeTe, MOXET Cepbe3HbIM
obpa3om OTpa3nTbCs Ha TBOEW peanbHOM Xu3Hu. "LiudpoBas penytaumsa” - 310 TBOW
UMUAX, KOTOPbIN hopmupyeTcs n3 MHopmMaumm o Tebe B UHTEPHETE.

TBOE MeCTO XuUTenbCTBa, y4ebbl, TBOE (PUHAHCOBOE NONOXEHNe, 0OCOBEHHOCTU XapakTepa
N pacckasbl 0 6GrM3KKNX - BCE 3TO HakannBaeTCsl B CETU.

MHoOrve nNOAPOCTKM NErKOMbICIIEHHO OTHOCATCS K NyGnvkauum fuMYHOM MHopmMauun B
WHTepHeTe, He NOHMMAasi BO3MOXHbIX NOCNeACTBUN. Thbl gaXe HEe CMOXellb AoragaTtbCcs O
TOM, 4YTO poTorpacms, pasmeLieHHas 5 neT Hasag, ctana NPUYMHOM OTKasa NPUHATL Tebs
Ha paboTy.

KommeHTapuu, pasmelleHne TBoux potorpacdum n gpyrne 4encTtBua MOryT He UCHE3HYTb
Aaxke nocrne Toro, kak Tbl UX yganuwb. Tbl HE 3Haelb, KTO COXpaHMn 3Ty MHopmaumio,
nonana fn oHa B NOUCKOBbIE CUCTEMbI U COXPaHUNach fn OHa, a rnaBHOE: YTO NoAyMatoT O



Tebe okpyXatoline nan, KoTopble HanayT U yBUAAT 31o. Hantn nHdopmaumo MHOro net
CMyCcTSl CMOXET Nbon - kKak M3 OobpbiXx NOBYXOAEHUN, Tak U C HAMEPEHUEM MNPUYUMHUTL
Bped. OTO MOXeT ObITb KTO YrogHo.

OcHoBHble coBeTbI MO 3aWmTe UMpoBor penyTauuu:

1. Moayman, npexge 4em 4to-TO nNybnukoBatb M nepedaeatb y cebsa B Gnore vnun B
couuansHon ceTu;

2. B HacTpomkax npocunsa yctaHOBM OrpaHUYEeHUs Ha MpOCMOTP TBOEero npodunsa n ero
COAEePKMMOro, caenan ero Tofnbko "ansa gpysen”;

3. He pa3mellan n He ykasbiBa MHpopMaLmio, KOTopas MOXET KOro-nmbo ockopbnatb nnm
obwxatb.

ABTOpCKOe npaBo
CoBpeMEHHbIE LLKOSTbHUKN - aKTUBHbIE MONb3oBaTenn LMdpoBoOro npoctpaHcTea. OgHako

Aaneko He BCe 3HalT, YTO MOMb30BaHWE MHOMMMU BO3MOXHOCTAMU LMEPOBOro Mupa
TpebyeT cobntogeHns NpaB Ha UHTENNEKTyasnbHY COBCTBEHHOCTb.

TepMuH "mHTeNnekTyanbHas COOCTBEHHOCTb" OTHOCUTCS K pPasfnMyHbiM  TBOPEHUAM
4YeroBeYEeCcKOro yMa, HayuMHasg C HOBbIX M300peTeHMin Uu 3HaKoB, OBO03HavaroLLMX
COBCTBEHHOCTb Ha MNPOAYKTbI M YCRyrn, W 3akaHyMBas KHUramu, doTtorpadusamm,
KMHOOUNbMaMK U My3blKanbHbIMU NPON3BELEHUSMMU.

ABTOpCKME MpaBa - 3TO MpaBa Ha MHTENMeKTyanbHyl COOCTBEHHOCTb Ha NPOU3BEAEHMS
HayKu, nuTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalT B KA4eCTBE rapaHTumn Toro,
YTO MHTENNeKTyanbHbIN/TBOpYECKUA Tpyd aBTopa He OyaeT HanpacHbiM, [acT emy
crpaBeanuBble BO3MOXHOCTM 3apaboTaTb Ha pesynbrartax CBOEero Tpyaa, Mony4vuTb
N3BECTHOCTb M Npu3HaHne. HuKTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOM3BOAUTb €ro
npousBeneHune, pacnpoCcTpaHsThb, ny6rmMyHo AEMOHCTPUPOBaTh, npogasaTb,
MMMOPTMPOBATb, NyCcKaTb B NpokaT, Ny6yIMYHO MCNOMNHATL, MOKa3blBaTb/UCNONMHATL B achumpe
unu pasmeLlaTb B VIHTepHeTe.

Mcnonb3oBaHne "nupartckoro” nporpaMmMHOro obecneyvyeHusi MOXET MPUBECTU K MHOMMM
puvckam: OT NOTepu AaHHbIX K TBOMM akkayHTam 0O GrOKMPOBKM TBOEro yCTPOWCTBA, rae
yCTaHOBIeHa HeneranbHas nporpamma. He ctouT Takke 3abblBaTb, YTO CyLIECTBYHOT
neranbHble 1 becnnaTtHble NporpamMmebl, KOTOPbIE MOXXHO HANTW B CETMW.

O noptane

CeTteBMYOK.pch - TBOW rNaBHbIN COBETYMK B CeTU. 30eCb Tbl MOXelb Y3HaTb O
©e30MacHOCTN B CETU MOHATHLIM N JOCTYMHbIM S3bIKOM, @ NPU BO3HUKHOBEHUN KPUTUYECKOM
cuTyaumm obpaTtnTbCcsa 3a COBETOM. A Takke MPUHATb y4acTue B KOHKypcax U CTaTb CaMbiM
LMdpoBbIM rpaxgaHnHom!

NAMATKA
ana POOUTENEUN O6 MHOOPMALIMOHHOW BE30OMNMACHOCTU OETEN
OnpepgeneHve TepmuMHa "MHOpMauMoHHaa ©es3onacHOCTb AeTen” coaepxutca B
depepanbHom 3akoHe N 436-®3 "O 3awmte geten ot MHopmaumm, NPUYMHSAIOWEN Bpea
NX 300POBbI0 N Pa3BUTUIO", PErynmpyoMM OTHOLLEHUS, CBA3aHHbIE C 3alUMTON OeTen OT
WMHOpMaUnn, NPUYMHSAIOLWEN Bpen MX 300p0oBbl U (Mnn) passuTtuio. CornacHo gaHHOMY
3aKoHy "MHopMmaunoHHas 6e3onacHOCTb AeTten" - 3TO COCTOSHME 3alUMLLEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbBIN C NPUYNHEHNEM MHGOPMaLMen Bpeaa Ux 300pOBbIO
n (Mnn) pmnsnyeckomy, NCUXMYECKOMY, YXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.
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B cuny ®epepanbHoro 3akoHa N 436-93 nHdopmaumen, NpuunHaowen Bpes 300poBbio U
(unn) pasBuTUIO OeTen, aBnseTcs:

1. ntHopMaums, 3anpeLlieHHasa anga pacnpocTpaHeHus cpean neTen;

2. vHopMauus, pacrnpocTpaHeHne KOTOpPOM OrpaHUYeHo cpean aeTten onpeaeneHHbIX
BO3pAaCTHbIX KaTeropum.

3. K Hopmauuu, 3anpeLleHHon Ansg pacnpocTpaHeHus cpeamn aeten, OTHOCUTCS:

4. ucbopmaums, nobyxgaroLwas AeTen K CoBepLUIEHUIO AENCTBUN, NPeCTaBNSALWNX Yyrpo3y
NX KU3HWU 1 (UNK) 300POBLI0, B T.4. MPUYNHEHMIO Bpeaa CBOEMY 340POBbI0, CaMOybUNCTBY;
5. cnocobHoCTb BbI3BaTb y AeTen XenaHuwe ynoTpebuTb HapkoTU4eckme CcpeacTsa,
NCUXOTPOMHbIE N (UNKM) ogypMaHuBarLLMe BeLlecTBa, TabayHble U3genus, ankoronbHy U
cnvpTocodepXallyto NpoayKuuio, MMBO W HaNWUTKW, U3roTaBiMBaeMble Ha ero OCHOBE;
MPVHATL y4acTue B as3apTHbIX Urpax, 3aHMMaTbCA NPOCTUTYyuuen, BpoasiKHMYECTBOM MU
nonpoLIaHNYEeCTBOM;

6. obocHoBbIBaOLas 1nu onpaspiBatollas 4ONyCTUMOCTb HacuUnms U (Unu) XecTOKOCTU
nnbo nobyxaatouiasi ocyLwecTBNATb HAaCUITbCTBEHHbIE OENCTBUS MO OTHOLLEHUIO K JIOASM U
XWBOTHbIM;

7. oTpuuaroLasa ceMenHble LEHHOCTU 1 (hopMupytoLLas HeyBaXXeHe K poauTensam u (unm)
APYrM YreHam cemMbu;

8. onpasgpbiBatoLLLad NPOTUBONPAaBHOE NOBEAEHUE;

9. cogepxallas HeLeH3ypHyto bpaHb;

10. cogepxaluasa nHdopmaumio NopHorpadoMyecKoro xapakrepa.

K unHdopmaumm, pacnpocTpaHeHWe KOTOPOW OrpaHuMyYeHO cpean aeTten onpeaesieHHOro
BO3pacTa, OTHOCUTCS:

1. vHMopmauus, npeacTaBnsgeMasl B Buae U30OpaxeHWss WM OMMCaHUs XEeCTOKOCTH,
dusnyeckoro 1M (UNM)  NCUXMYECKOTO  Hacunus,  NpPecTynfieHUss WM MHOTO
aHTNOBLLLECTBEHHOrO AENUCTBMS;

2. BbI3blBalOWAa y AeTen CTpax, y)Xac WM NaHuKy, B T.4. npeacrtaBnsemass B Buae
n3obpaxkeHnss WNNU OMUCaHMs B YHWXKAKOWEN 4YenoBeyeckoe [OOCTOMHCTBO hopme
HEeHacunNbCTBEHHOW cMepTu, 3aboneBaHusi, camoybuUCTBa, HECHACTHOro cryvasi, aBapuu
NN KatacTpodbl 1 (UNKN) NX NOCNeaCTBUN;

3. npencraBngemMas B Buae M300pakeHUs WNU ONUCaHUsS MOSOBbIX OTHOLUEHWUA MeXay
MY>XHNHOW W KEHLLNHOM;

4. cogepxawasn 6paHHble CroBa U BblpaXKEeHWUS, HE OTHOCSALLMECSH K HELL,EH3YPHOW BpaHu.

C yuyeTtom atoro Bam npegnaratotca npasuna paboTbl B ceTn VIHTEpHET AN pasnuyHbiX
BO3pACTHbIX KaTeropum, cobnogeHne KOTOopbiX NO3BONUT obecnevntb MHGOPMAaLMOHHYHO
Oe3onacHocTb BalUUX OeTen.

O6wue npaBuna ana poaurenemn

1. HesaBucumo o1 Bo3pacta pebeHka wcnonb3ynte nporpaMmHoe obecneveHue,
nomorawuwee GUNbLTPOBATbL W KOHTPONMPOBaTb WHAOPMaUMO, HO He nonaranTecb
MOMHOCTbLIO Ha Hero. Bawle BHMMaHue K pebeHKy - rmaBHbIN MEeTOo, 3aLUnThI.

2. Ecnu Baw pebeHok nmeeT akkayHT Ha O4HOM U3 coumanbHbIX cepBucoB (Livedournal,
blogs.mail.ru, vkontakte.ru v 1.n.), BHUMaTenbHO U3yuyuTe, Kakyto MHPOPMaLMIO NoMmeLLaT
€ro y4acCTHUKM B CBOMX Npodunsax n 6norax, Bkoyasa otorpacdpum n Bugeo.

3. MNMpoBepbTe, C KakKMMK OpYrMMK cavTaMy CBA3aH coumanbHbin cepBuc Bawero pebeHka.
CtpaHunykm Bawero pebeHka MoryT 6biTb 6e30nacHbIMKU, HO MOTYT U COAEepXKaTb CCbINKU Ha
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HexxenaTenbHble U OnacHble CanTbl (Hanpumep, NOPHOCAWT, WIW CaWT, Ha KOTOPOM AOpyr
yNOMUHaEeT HOMep COTOBOro TenedgoHa Bawero pebeHka unv Baw gomalHum agpec)

4. Moowpsnte Bawmnx geten coobuate 060 BCEM CTPAHHOM UMK OTTanKMBalOLWEM U He
CNULLKOM OCTPO pearwpynTte, Korga oHu 3TO AenarT (M3-3a onaceHusi NoTepsiTb AOCTYN K
WMHTepHeTy aOeTun He TroBopAT poauTensMm O npobnemax, a Takke MOryT HavaTb
ncnonb3oBaTb VIHTEPHET BHE JOMa U LUKOSbI).

5. byobTe B Kypce ceTeBoW >xM3HM Bawero pebeHka. NHTepecynTecb, KTO UX Opy3bs B
MHTepHeT Tak Xe, Kak UHTepecyeTeCb pearibHbIMU ApY3bAMU.

BospacTt ot 7 go 8 nert

B WNHTepHeTe pebeHOok cTapaeTcs NoceTuTb T€ UMW UHblE CalTbl, @ BO3MOXHO W 4aThbl,
paspelleHne Ha MocCelleHne KOTOpbIX OH He nonydun 6bl oT poguTenen. [loaTomy
poautenam ocobeHHO nonesHbl OyayT Te OT4YeTbl, KOTOpble MNpeaoCTaBnsalTCS
nporpaMmMamu no orpaHMYEeHno Ccnonb3oBaHua MHTepHeTa, T.e. POANTENBCKNIN KOHTPOIb
UM TO, YTO Bbl CMOXeETe yBUOETb BO BpeMEHHbIX havnax. B pesynbTaTe, y pebeHka He
OygeT owyLleHns, YTo 3a HUM BeOeTCsl NMOCTOSIHHbIA KOHTPOMb, OOHAKo, poautenu 6yayt
no-npexHemy 3HaTb, Kakume canTbl nocewiaet ux pebeHok. [eTn B JaHHOM BoO3pacTe
obnagatT CUMMbHLIM YyBCTBOM CEMbMW, OHM OOBEPUMBbLI U HE COMHEBAIOTCS B aBTOpUTETaX.
OHn nbAaT urpatb B CETEBble UrPbl M MyTewecTBoBaTb MO WHTEpHeTy, MCnonb3ys
3MIEKTPOHHYIO MOMTY, 3aX04UTb Ha CanThbl U YaTbl, HE PEKOMEHOOBAHHbIE POAUTENAMM.
CoBeTbl No 6e3onacHocTn B ceTn HTepHeT ansa aeten 7 - 8 net

1. Cosgante CnNMCOK AOMAaLLHMX MNpaBun noceweHus VIHTepHeTa npu yvyactum gerten u
TpebynTe ero BbINONHEHUS.

2. Tpebynte o1 Bawero pebeHka coOMOOEHUS BPEMEHHbIX HOPM HaxOXOeHus 3a
koMmnbtoTepom. NMokaxunTte pebeHky, 4To Bbl Habnogaete 3a HMM He noTomy 4Tto Bam ato
Xo4yeTcd, a notomy 4yto Bbl Gecnokoutecb 0 ero 6e3onacHoOCTM M Bcerga rotoBbl emy
NOMOMYb.

3. KomnbloTep ¢ nogkniodeHnem Kk VIHTepHeTy OOMMKeH HaxoanTbCa B oOuien komHaTe noa
NPUCMOTPOM poauTenemn.

4. Ncnonb3ynte cneumarnbHble AETCKME MONCKOBbLIE MaLUWHbI.

5. Ncnonb3ynte cpeactea GnokMpoBaHUS HeXenaTenbHOro KOHTEHTa Kak AOMOSIHEHUE K
cTaHaapTHoMy PoauTenbCKOMY KOHTPOSHO.

6. CosganTe CEeMEWHbIN SNEKTPOHHbIA AWMK, 4YTOObl He NOo3BONMUTL AETAM UMETb
cobCcTBEHHbIE agpeca.

7. bnokvpymTte [ocCTyn K canWTam c 6ecnnaTHbIMM MOYTOBBbIMU SLIMKAMM C MOMOLLBIO
COOTBETCTBYIOLLErO NpOorpaMmMHOro obecneyeHuns.

8. Tlpuyunte peten coseToBaTbcad C Bamu nepen onyGnvkoBaHveM Kakon-nnbo
WHpopMaUMn cpeacTBaMy  SNIEKTPOHHOM MOYThbl, YaTOB, PEruCTPauMOHHbLIX opMm U
npodunen.

9. HayuuTe geten He 3arpyxaTb hannbl, nporpammMbl Unn My3bliky 6e3 Ballero cornacusi.
10. He paspeluante getam Mcnonb3oBatb Crykbbl MTHOBEHHOrO 06MeHa coobLeHnamu.
11. B "6enbin" cnucok canToB, paspelUueHHbIX AN NOCEeLeHUs, BHOCUTE TOSNbKO CaWTbl C
XopoLuen penyTaumnen.

12. He 3abbiBanTe 6ecenoBatb ¢ AeTbMun 06 ux Apy3bax B MHTepHeTe, kak ecnu 6bl peyb
Lwna o Apy3bsx B peanbHOM XU3HN.

13. He penawnte "taby" n3 BONpoCOB MOSIOBOWM XW3HW, Tak Kak B VIHTepHeTe aetu moryt
Nerko HaTKHYTbCSA Ha nopHorpadu o UnNu canTbl "Ons B3pocnbIX".



14. MpunyunTe Bawero pebeHka coobaTb Bam 0 NobbIX yrpo3ax unm TpeeBorax, CBA3aHHbIX
¢ NHTepHeToM. OcTaBanTecb CMOKOMHLIMU U HanoOMHUTE AETAM, YTO OHM B GEe30NacHOCTY,
eCcnmn camm pacckasanu Bam 0 CBOMX Tpesorax. [oxsanute nx n nocoBeTymTe NOAOUTU eLle
pa3 B N0A06OHbIX Criyyasx.

Boapact geten o1 9 oo 12 net

B paHHOM BoO3pacTe OeTu, Kak NpaBumo, YXXe HachnbllwaHbl O TOM, Kakas WHgopmaums
cywecteyeT B WHTepHeTe. CoBeplUEeHHO HOPMarbHO, YTO OHW XOTAT 9TO YBUAOETD,
npoyvectb, ycnblwaTtb. [lpyn 3TOM HYXHO MNOMHUTb, 4YTO [OCTYNn K HexenaTesnbHbIM
mMatepvanamMm MOXHO ferko 3abnokumpoBatb npuM MNOMOLM CcpeactB Poamtenbckoro
KOHTpONS.

CoBeTbl Mo 6be3onacHocT And geten ot 9 go 12 net

1. CosganTte cCnNUCOK OOMalLHMX NpaBwusl noceweHus WHTepHeT npu yydyacTum geten u
TpebynTe ero BbINONMHEHUS.

2. TpebywnTte ot Bawero pebeHka cobnogeHns HOpM HaXOXAEHNS 32 KOMMbIOTEPOM.

3. Habnwopante 3a pebeHkoM npu paboTe 3a KOMMbTEPOM, MOKaXuTe emy, 4YTo Bbl
BGecnokonTech 0 ero 6e30MacHOCTM 1 BCerga rotoBbl Oka3aTb €My MOMOLLb.

4. KomnbloTep ¢ NogknoyeHMeM B MIHTEpPHET AOMKEH HaxoouTbCcsl B obLien komHaTe nog
NPUCMOTPOM poaAUTENEN.

5. Ncnonb3ynte cpeactea GnokMpoBaHUS HeXenaTernbHOro KOHTEHTa KaK AOMOSIHEHUEe K
cTaHaapTHoMy PoauTenbCKOMY KOHTPOSHO.

6. He 3abbiBanTe npyHMMaTbh HENOCPeaCTBEHHOE yvacThe B XnU3HU pebeHka, beceqoBathb C
AeTbMKn 06 Ux apy3bsax B IHTepHeTe.

7. HactamBanTe, 4TOObI AETN HUKOr4a He cornawlanucb Ha NUYHbIe BCTPEYM C APY3bsSMU MO
NHTepHeTy.

8. MNo3Bonsante geTam 3axoauTb TOMbKO Ha canTbl U3 "Genoro" cnucka, KOTopbIN co3ganTe
BMECTE C HUMMW.

9. MNpuyyunTe geten HUKOrAa He BblAaBaTb INYHYO MHPOPMaLMIO CpeacTBaMu AIEKTPOHHON
noYThbl, 4aToB, CUCTEM MIHOBEHHOrO OOMeHa COOOLWEHMAMN, PErncTpauuoHHbIX GOOpPM,
NNYHBLIX Npodornen n Npu permctTpaumm Ha KOHKypcbl B IHTepHeTe.

10. MNMpuyunTe peten He 3arpyxatb nporpammbl 6e3 Balwero paspelueHnsa. O6bacHUTE UM,
YTO OHM MOrYT Crly4YamHO 3arpysmTb BUPYCbl UKW Opyroe HexenartenbHoe nporpamMHoe
obecneyeHue.

11. Cospante Bawemy pebeHKy OrpaHuMYeHHYK Y4YeTHyH 3anucb Ana paboTbl Ha
KOMMblOTEpPE.

12. MNMpuyunTe Bawero pebeHka coobatb Bam 0 nobbIX yrpo3ax unm Tpesorax, CBA3aHHbIX
¢ iHTepHeTOoM. HanomHuTe aetam, 4To OHM B 6€30MacHOCTU, eCNN camu pacckasanu BaMm o
CBOMX TPEBOrax U onaceHusix.

13. Pacckaxunte getam o nopHorpadum B VIHTepHeTe.

14. HactamBante Ha TOM, YTOObl AeTV NPeaoCTaBnsanyM BaMm LOCTYN K CBOEN 31IEKTPOHHON
noyTe, 4ToObI Bbl YOEANINCH, YTO OHM HE OBLLaTCA C HE3HAKOMLAMMU.

15. OO6bdAcHUTE [eTaM, 4YTO Hemnb3s Ucnonb3oBaTb CeTb  ANs  XYNUraHcTBa,
pacnpoCcTpaHeHNs CNeTEeH Unn yrpoa.

BospacTt geten ot 13 go 17 nert

B aTOM BO3pacTe NOAPOCTKM aKTUBHO WCMOMb3YHOT MOUCKOBbIE MAaLUUHbI, MNOJSIb3YHTCA
3MEKTPOHHON NOYTON, cnyx6amm MrHOBEHHOro obmeHa COOBLLEHNSIMIN, CKAYNMBAKOT MY3bIKY
n punbmbl. Manbymkam B 3TOM BOo3pacTe Gonblle MO HpaBy CMeTaTb BCE OrpaHUYeHus,



OHW XaxayT rpyboro loMopa, asapTHbIX WUrp, KapTUHOK "Ans B3pocnbixX'. [deBouyku
npegnoynTaroT obwaTtbCsa B 4YaTax, NpM 9TOM OHM ropa3go Gonee 4yBCTBUTESbHbI K
ceKkcyarnbHbIM gomoraTenbcTBam B MIHTepHeTe.

3ayactylo B JaHHOM BO3pacTe poauTensaMm YyXe BeCbMa CrOXHO KOHTPOSMpOBaTb CBOMX
AeTen, Tak kak 06 MIHTepHeTe OHM yXXe 3HaloT 3HauMTenbHO Bonblue cBOMX poantenen. Tem
He MeHee, He OTnyckanmTe geTen B "cBoboaHoe nnasaHue" no MHTepHeTy. CTapantech
aKTUBHO y4YacTBoBaTb B 00ueHnn pebeHka B IHTepHeTe.

BaxxHO mo-npexHemy cTporo cobnogatb npasuna MHTepHeT-6e30nacHOCTM - cornalleHme
Mexay poautensmm n aetbMn. Kpome Toro, HEO6Xo0AMMO Kak MOXHO Yallie npocmaTpuBaTtb
oTyeTbl O pfeaTenbHocTM peten B WHTepHeTte. CnegyeT o6patuTb BHUMaHME Ha
HeobXOANMMOCTb CoAepXaHuUs PoaUTENbCKUX Mnaponen (naponen agMuMHUCTPaToOpoB) B
CTpPOrom cekpeTe 1 06paTuTb BHUMAHWE Ha CTPOroCTb ATUX Naposien.

CoBeTbl No 6e3onacHocTM B 3TOM Bo3pacTe oT 13 oo 17 net

1. Co3ganTte CnMcoK AOMaLLHUX NpaBuni noceleHns VIHTepHeTa npm y4acTum NOAPOCTKOB U
TpebynTte 6e3ycnoBHOro ero BbinosiHeHusi. O6rosopute ¢ pebeHKOM CNUCOK 3anpeLleHHbIX
cantoB ("4epHbii cnmcok"), yacbl paboTbl B WHTepHeTe, pyKoBOACTBO MO O6LLUEHMIO B
NHTepHeTe (B TOM Yncne B 4aTax).

2. KomnbloTep ¢ NOAKMYEHMEM K ceTU VIHTEPHET JOMKEH HaXOAMUTLCS B 00 e KOMHAaTE.
3. He 3abbiBante 6ecegoBaTtb ¢ getbMu 06 ux Opy3bsx B NHTepHeTe, O TOM, YeM OHMU
3aHATbI TakMMm obpasom, ByaTo pedb naeT o Apy3bsaX B peanbHOW Xu3Hu. CnpawmBanTe o
nasax, € KOTopbIMW  AeTu  obLalTca MOCPeAcTBOM  CNyxO MrHoBeHHOro obmeHa
coobLeHnamMK, 4Tobbl yoeanTbCs, YTO 3TN NIOAN UM 3HAKOMbI.

4. Ncnonb3ynTte cpencrtBa 6M0KMPOBAHUA HexenaTenbHOro KOHTEHTa Kak AOMoSiHeHue K
cTaHaapTHoMy PoauTenbCKOMY KOHTPOSHO.

5. Heobxogumo 3HaTb, KakMMmu 4atamu nonb3yotca Bawwm pgetu. Tloowpsnte
NCnonb3oBaHNWe MOOEpUPYEMbIX YaTOB M HacTamBamTe, 4Tobbl OeTM He obwanucb B
NpUBaTHOM pexunmMe.

6. HactamBante Ha TOM, 4TOObI AeTWN HMKOrAa He BCTPeYanucb fIMYHO C ApYy3bsMU U3 CETU
NHTepHer.

7. lNpuy4nte geten He BblAaBaTb CBOK NUYHYIO MHPOpMALMIO cpeacTBaMu SNEKTPOHHOM
NnoYyTbl, 4aToB, CUCTEM MrHOBEHHOr0O OOMeHa COOOLLEHUAMU, PErncTpaumoHHbIX GOOpM,
NNYHBIX Npodornen n Npu pernctTpaumm Ha KOHKypcol B HTepHeTe.

8. MNpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspewenuns. O6bscHUTE um,
YTO OHM MOrYT CrlyYamHO 3arpy3uTb BUPYCbl WUNW OpYyroe HexenaterbHoe nporpamMHoe
obecneyeHue.

9. Npuyunte Bawero pebeHka coobliate BaMm 0 nobbIX yrpo3ax unm Tpeeorax, CBsA3aHHbIX
¢ ViHtepHeToM. HanomMHuTe aetsim, 4TO OHU B 6e30MacHOCTW, ecrnv caMn pacckasanu Bam,
O CBOWX yrposax wunu TpesBorax. [loxBanuTe MX W MOCOBETyMWTe MNOAOWTM elle pa3 B
NogoBHbIX Criyyasx.

10. Pacckaxute getam o nopHorpadgum B MIHTepHeTe. Nomornte nm 3alMTnTbCs OT cnama.
HayuuTe nogpocTKOB He BblAaBaTh B VIHTEpHETE CBOEro peanbHOro aNeKTPOHHOro agpeca,
He oTBeYyaTb Ha HexenaTefbHble MMCbMa W UCMNONb30BaTb creuuanbHble MoYTOBbIE
uUNbTPSI.

11. MpwuyunTe cebs 3HAKOMUTLCS C caTaMn, KOTOpbI€ NoceLLatoT NOAPOCTKU.

12. Hayunte geten yBaxartb ApyrMx B MHTEpPHETE. YbeauTechb, YTO OHM 3HAKT O TOM, YTO
npasuna XopoLlero NoBegeHns 4ENCTBYIOT Be3fe - faxXe B BUPTyanbHOM MUpeE.



13. O6bsicHuTe peTsaM, 4YTO HWM B KOEM crnyvae Henb3st ucnonb3oBaTb CeTb Ans
XynuraHcTBa, pacnpocTpaHeHnst CNeTEeH UK yrpo3 ApYrnMm AasaMm.
14. O6bcyguTe ¢ nogpoctkaMmu NpobnemMbl CETEBBIX a3apTHbLIX UMP U UX BO3MOXHbIN PUCK.

HanomHuTe, 4TO fETU HEe MOryT Urpatb B 3TU UrPbl COrNacHO 3aKOHY.
NMocTOosAHHO KOHTpONUpyNnTe ucnonb3oBaHne UHTepHeTa Bawumm pebeHkom! 1o He
HapyLeHWe ero JIM4YHOro NPOCTPAHCTBA, a Mepa NPefoCTOPOXXHOCTU U NPOABIIeHNe

Bawen poagutenbCKkom OTBETCTBEHHOCTU U 3a00ThbI.



